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Abstract: In new large-scale computing environment, the attributes of entities were massive and they had complex
sources and uneven quality, which were great obstacles to the application of ABAC (attribute-based access control).
The attributes were also hard to be corrected manually, making it difficult to be applied in access control system
straightly. To solve the optimization problem of nominal attributes, a novel algorithm of attribute value optimization
based on permission clustering was designed, in which entities were presented by the privilege set related to them.
So that the entities were tagged by density-based clustering method with distances of their privilege set presentations.
Then the attribute values were reduced and corrected based on rough set theory. Finally, the algorithm was verified
on UCI data sets, which proved that after applying it, ABAC policy mining was improved in the evaluation criteria,
such as the true positive rate and F'1-score.
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Table 1 Classification of attributes
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4)while numOfUnclassfied(clusters) > 0 do

5) cur <« popUnclassifiedSub(clusters)

6) neighbors <« getNeighbors(cur,sor,eps)
7) if len(neighbors) < minPts then

8) clusters[cur] <~ NOISE

9) continue

10) else

11) clusters[cur] <« cid

12) mark(clusters,neighbors,cid)

13) while len(neighbors) > 0 do

14) curNeighbor «—
neighbors.deQueue()

15) tmpNeighbors <«
getNeighbors(curNeighbor,sor,
eps)

16) appendUnclassified(neighbors,

tmpNeighbors,clusters)

17) mark(clusters,neighbors,cid)

18) cid «—cid+1

19)return clusters
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i\ clusters,sar

Hith newSar

1)ds,freq < calcStatics(clusters,sar)

2)sortByLength(ds)

3)dealt «— emptyList()

4)while len(ds) > 0 do

5) curVal, curDs « ds.pop(0)

6) line < [curVal]

7) line.append(sameDs(curVal,ds))

8) ds.remove(line)

9) dealt.append(line)

10)newSar <« updateSar(sar,dealt)

11)return newSar
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it newSar

1)A < getAllAttrNames(sar)

2)AttrKDict < calcKForEachAttr(A4,1)

3)B < getAttrQueueSortByK (AttrKDict)

4)while len(B) > 0 do

5) curAttr <— B.deQueue()

6) curkK «— AttrKDict[curAttr]

7) totalK <« calcK(newSar,clusters,A)

8) if curK = totalK then

9) A.pop(curAttr)

10) else

11) valFregDict,ds <
calcStatics(clusters,newSar,
curAttr)

12) lowVals « getLowfreqVals
(valFregDict)

13) pairs <« verifyModify(newSar,
lowVals,valFregDict,ds,4, curK)

14) update(newSar, pairs)

15) return newSar
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Table 3 The corresponding proportion of noise points
by adjusting parameters eps and min_pts

min_pts
eps
5 10 20 30 40

0.1 0.132'1 0.1718 0.214 6 0.243 7 0.2657
0.2 0.1017 0.1450 0.1883 0.2199 0.2457
0.3 0.046 5 0.069 2 0.1010 0.123 1 0.1393
0.4 0.014 4 0.0212 0.0415 0.0557 0.066 2
0.5 0.009 0 0.014 3 0.0302 0.040 5 0.047 5
0.6 0.000 0 0.000 1 0.000 2 0.000 3 0.000 3
0.7 0.000 0 0.000 0 0.000 0 0.000 0 0.000 0

K2 ErEiE R

I FH S 58 g YEE G JS , R FPGrowth
SRR FAAB R OC R AT g2 48, IFtRitb
W J5 FPGrowth Hik{rHF{E% (TPR, true
positive rate) Ml F1 37355 1F e BRI A
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Table 2 Information of datasets
Ji k4 JE A B JEPEAEA B
HOST AR, A EARE D 2214
PERMGROUP AR, A EARE ID 9117
SYSTEM_SUPPORT FAREE, — R RN ID 21921
PERSON_BUSINESS TITLE TAJE M, AP 4979
PERSON_BUSINESS TITLE DETAIL TARJE M, FAREREEE P2 56
PERSON_COMPANY TAJE M, FARFTEAR 49
PERSON_DEPTNAME TR, FARPTE T 405
PERSON_ID FAEJE M, 34k ID 36 063
PERSON_JOB_CODE TR, RIS 13
PERSON_JOB_FAMILY T, AR 70
PERSON_LOCATION TAJE M, AP E 1
PERSON_MGR_ID TARJE M, FARTEEE ID 3207
PERSON_ROLLUP_1 TARJEE, kU1 12
PERSON_ROLLUP 2 TAREME, k412 111
PERSON_ROLLUP_3 TR, kA3 12
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Table 4 The corresponding number of clusters by
adjusting parameters eps and min_pts

min_pts
eps
5 10 20 30 40
0.1 477 261 149 106 82
0.2 448 245 146 105 80
0.3 213 132 83 69 60
0.4 71 56 38 38 36
0.5 71 56 36 31 31
0.6 3 3 3 3 3
0.7 3 3 3 3 3
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Figure 1 Comparation of the TPR changes with the support of
association rules before and after the optimization
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Figure 2 Comparation of the F1-score changes with the support of
association rules before and after the optimization
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Figure 3 Time consumed by subject attribute optimization
changes with the number of subjects
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